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A COMMUNICATION DEVICE FOR PROVIDING SECURITY IN A 

GROUP COMMUNICATION NETWORK 

ABSTRACT OF THE DISCLOSURE 

[0265] A method and apparatus for providing security in a group communication network 

provides for receiving an encryption key, encrypting media for transmission to a controller using 
the received encryption key, the encrypted media being directed to another communication 
device, and communicating the encrypted media to the controller. In one embodiment, the 
communicating includes wireless communication. The method and apparatus further provides 
for receiving encrypted media from a controller and blocking the encrypted media if the 
communication device is not enabled to receive encrypted-media transmission, or if the media is 
M not encrypted based on an encryption key previously specified by the communication device. In 
another aspect, the communication device is a push-to-talk (PTT) device. 
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